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FOREWORD

Kamuzu University of Health Sciences [KUHeS), s a pubbely funded
research=intensive university that exss W advance knowledge,
professional competencies, akalls and mnovations in health sciences
through high-quality student-centred and innovative education and
research  that influences the global/national policy, health and
development needs in an elficient. sustainable and result-orented
RO,

KUHeS in largely reliant en Information Communication and Technology
(ICT) for management systems and processes usaing an integrated ICT
w.m:ﬁ-mtrmiﬂumﬂedmhfhehundnumfu
mudimising student, faculty, and staff productivity, ensuning efficient
service delivery. enhancing teaching and learning and improving the
quality of research.

Againat thia background, this paolicy document has been developed 1o
guide the development, implementation, and effective use of ICT resources
within the University, This palicy will function side by side with other

pu as the feference decument on standard
procecdures and guidelines used within the Universary.

Professor Francis Maoto
Chalrman of Council



PREFACE

Information and Communications Technology (ICT) plays a wital robe
supporting the teaching, Learning, research and administratve functions
of the university.,

The ICT Policy adms at guiding the development. implementation, and
effective use of ICT resources within the university to enhance teaching,
learning. research and innevanon,

Taking advantage of the eurrent high Technology adoption rates within the
University, it is envisioned that through the policy, the unmversaty will enjoy
econoaies of scale in a secure cyber environment, data protection, more
collaboration in research, widened ICT acoess, modern leaching snd
lemrning technologies and research data tec il

However, KUHeS recognines that implementation of the Policy may be
affected by the global suppiy chain for ICT equipment, funding limitations;
and lack nl'ndnq._uuz training opportunities for ICT personnel.

The Policy was developed in consultation with faculty members,
Administranve stafl and students. Implementation of this policy will
require concerted team efforta of afl stakeholders and especially those
identified in the policy.

griey

Professor MacPherson Mallewa
Vice Chancellor



We wish to express our gratitude and pride in the following team members
who worked on the Policy:

Mr Chikumbutso Gremu, Mr Humphrey Kumwembe, Dr Arox Kamn'gona,
Mr Geaoffrey Chikhoso, Mr Arthur Miegha, Mr Hubert Kanyoma, and Mr
Chisomo Kaundama.
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ICT service

This means any entily supervised or controlled in
connection with the university, and that exisis or
is organised for the benefit of the university.

Any person who has been permitted by university
authority to do thiat work or access a restricted
ares

A persan who has been gven permission and
rights by university authority to acoess University
ICT services and resources.

The maamim amowunt of dats tranamitted over an
internet connection in a gven amount of tme

An activity or set of activities that accomplish a
apecific arganisational goal,

Criminal activity that either targets of uses @

computer, a compuler network or a networked
device.

Domain Name Service [DNS) is o hisrarchical
naming system for compulers, services, of any
resource connected 1o the Internet or a private
AWk

A person who has entered imto -an employment
relationship with the universaty, whether academic
or profeisional, administrative or support: siaff,
paid or unpaid, fullstine or part-time, entire
appointment or joint appointment, affiliation
appointinents of assistaniships,

Any form of technology that is used o transmit,
process, store, create, display, share or exchange
informamon by electranic means.

vii



Any tanghle or intangble asser capable of
FEnerating, wansmitting, receiving, processing, or
representing data in- electronic form, where the
asset is owned, Licensed, operated, managed, of
made avadlable by, or otherwise used by, KUHeS,

Weakneds in an information syniem, system
security  procedures, internal  controls,  or
implementation that could be explolted by a threat
sOurce.

Apﬁmmnmupﬂfp:wkmp[wﬂdhyl

Entities, both persois and ofganisations that have
an interest in andfor investment in ICT af the
University and are impacted by and care about the
outcamnes of ICT use at the Universaty.

Any  Mulktime or pat-time  graduate o
undergracdunte student enrolled at the University,
This includes persons:

a) Who have been accepted for admission to or
enralled for any course or programme offered
at ar in conjunction with the University or;

b} Whose body of wark completed while so
enfolled (e & research dissertation or
thiesdn), is still under examination,

Siaflf, stucents and any authorised personnel who
access |CT resources and services,

vl



1. BACKGROUND AND SCOPE

ICT 18 central to rescarch, curnicular development and implementation,
mdministration  and management At oniversities.  Accelerated
developments in ICT have ereated new opportunities for Higher Education
Institutions (HEI to cope with the ch gen of g med
rumbers of students i this era of the knowledge society. For KUHeS to
sustain the quality of its programmes, it will have to adopt and implement
cxtenmive use of ICT in its coce Tunctions which mclude teaching, research,
consultancy and ouiresch. It is thus imperative for KUHeS to acquire the
appropriate and ad h resources and infrastructure 1o facilitate

the optimal deployment of ICT services.

Thus, the formulation of this policy s to guide proper planning,
development, deplovment and use of ICT services al the University. It sets
out the rules governing the use of ICT systems and services. The ICT
wysiems and service shall only be used lor carrying out the business of the
University except where the Universsty has expresaly provided otherwise
imy writing and for al, 1 ble pri use. In osing the
University’s ICT services, the conduct of any User should be such that it
does oot interfere with the governance and proper sdminsaration of the
University, it does not interfere with the conditions necessary for teaching,
lemrning. or research or bring the university into disrepute,

This policy must be read together with other university’s rules,
regulations, policies and procedures as referred to in this palicy. This
palicy applies to all users of ICT services including safl, students, visitors
and affiiates who make use of the university's ICT services. [t also applies
to all ICT resources and services that are owmed or leased by the
Unitvernity, including asy privatcly-owned hardware and aaftware but anly
when the latier is used for University business.



2. RATIONALE

The University needs to continuously improve 0s services and ncrease
productivity. This can be easily achieved by investing and usng 1CT 1o
drive {ts eore functions of teaching, research and outreach. However,
increased dependency on ICT makes the university vulnerable to ICT-
related risks. In this regard, B {s evident that the university nceds to
develop and operationalise a comprebensive [CT Palicy to difect ICT
sdoption and usage within the institution.

3, VISION
A world-class university and centre of excellence in health educanion,
reaearch, and innovation.

4, MISSION

To advance knowledge, professional compeiencies, akills, and innovations
in health sciencea through high-quality student-centered and mnovative
ecducation and research that responds o and influences global f national
palicy, healih, and development needs in an efficdent, sestainable, and
result=ortented manner,

5. AIM
This document provides the highest level ICT directives on management,
deptoyment and dse of IET to ensure that [CT-related investments,
operations and maintenance processes are cost-effective and efficent for
the enhancement of quality research, teachimg and leaming
mdministration and management related activines. The arms of thia pelicy
e
n. To provide equitable scoess 1o 1ET services to all bonafide members
of the university,
b, To strengihen and promote the use of ICT in the core functions of
the Universiry



¢, To ensure that the members of the university use ICT facibives and
services appropriately and responaibly,

d. To surengihen capacity to handie ICT security msues related 1o
privacy, cyber-crime, and ethieal and moral conduct

6. OBJECTIVES
The obgectives of the policy are:

@, Todefine mechanisms for increasing access to ICT services through
shared use of CT fecilities and resources and ensuring non-
diseriminmtory oecess o CT regardless of aflilinten with the
URIETRILY.

b To define technologes to support the core functions of the
URIVersITy.

c. To provide awareness on the responsible use of ICT services to all
users of [CT services

. To ensure adhetence 1o security standasda in the deplovment of 1CT
TESOUTOES,

7. RELATED DOCUMERTS

This ICT Pobicy ia related to the following
. Matianal ICT Policy of 2013,
b. Public Procurement and Disposal of Public Assets Act, 2016,
c. Electronie Transsction and Cyber Security Act, 2016,

d. Duitn Protection Act, 2024

8. POLICY PRIORITY AREAS

8.1 ICT Governance and Management

ICT Governance is an integral part of the university governance and
consists of the leadership, arganisational structures and processes that
ensure that the arganisntion's ICT sustains and extends the organisation’s

siritegies and abjectives. Effective ICT Governance provides a conducive
3



enviranment for the alignment of all ICT mvestments in a ranonalised
manner that is aligned towards enabling the university to meet its goals
and objectives. Thia also contributes o the atftamment of value for money,
management of raks and effective ICT utilisation.

The University shall ensare:

. There s an ICT sieenng commities responsible for reviewmg and

I

approving ICT strateges and investments, ensuring alignment with
the University's objectives and goals. The committee shall be headed
by the Deputy Vice Chancellor [DVC) and the Chiefl Information
Technobogy Officer (CITO) who shall be secretary of the committee,
annual ICT audits and svaluations are conducted 0 assess the
effectiveness, and efficiency of ICT systems and processes with
findings reporied 1o Executive mansgement for action.

. adequate financisl resources to acquire and manage ICT facilities

and services.

ICT requisitions initiated by any other depanment are assessed and
verified by the ICT department.

Enlopce ICT i all trs fy

Asaway of sustaining the [CT services, each user shall be required
1o pay sepvice fee recommended by the ICT ateenng commutes and
approved by the umversity. The payment shall be made at the
beginning of the academic year.

All Sub-business units shall be required to pay service fees for the
ICT services provided.

B.2 ICT Assets Management

Ansel Management and Controlling involves activities for assel isition,
storage, usige, maintenance and disposal. The ansets include hasdware,
software, management information systems, data, system documentation,

+



and storage medin, supporting asscis such as COMPUIET FOOMS, SEIVEr
moms air conditioness and  Unintermupted  Power  Supplies  (UPS).
Inappropriate use of ICT assets may expose KUHeS n nsks such as loss
of assets, breach of data confidentiality, malware aitachs, compromised
i s F network syatems and services and legal
implications.

The University Shall:

# Ensure that [CT assets are protected physically and logically for the
entire lifecycle of the asact,

+ Ensuring user entitlément of ICT assets is well documented and
tmded in their temures that means all terminated users must
submit all ICT assets given to them during tenure ship.

= Ensure that at the cnd of the project all ICT asseta for project are
retained by the host deparment.

« Ensure that ICT assets are disposed securely when no longer
required.

s Ensure that any lost ICT related isscis are reported immediately to
the University:

= Ensure that all lost or discarded assets are recorded accordingly in
the asset register

* Ensure ICT assets acquired through a third-party of vendor hive
appropriate service level agreement.

= Ensure that all ICT related assets are protected from power failures.

« Ensure that non-mobile hordware shall not be talken off-site without
prioe wrnitlen authard and for future reference.

= Ensure mformation or software is not carried or transfer through a
medinm that is-not allewed under its classification.

* Ensure all acquisitions of new ICT assets must be made in
recordance with university policies an procurement.

5



= Ensure procurement of core strategic [CT assets shall be proposed

by the ICT Office und procurement shall proceed only after approval,
The ICT Department shall:

# Ensure that all ICT asscta are recorded and classficd according ta
the ICT asset classification.

# There shall be an inventory system in place for ICT assets.

« Ensure all servers and other critical assets are housed in purpose-
built rodms stch as server foom.

# Enmure only authorised personnel shall imstall, maintain and
comfigure hardware and sofltware that belongs to the universaty.

» Ensure périodie change of passwords (o all sysiems at set intervals
ar in event of compromised passwords,

» Ensure sccounts of all staff or students are deactivated when they
leave the university upon receving formal communication from the
Regiatry,

* Ensure assetn are properly maintsined bw contmued reliabidity,
availability and integricy.

« Ensure backup is done and wested accordingly.

8.3 ICT SECURITY GOVERNANCE AND MANAGEMENT

Effective ICT Governance practices have an impact on: how necurities of
ICT assets are achieved ai KUHeS. This includes how nsks are identified,
managed; how rees are all d 1o implement several securiny
measires an well as KUHeS management cammitments towards achisving
the notable goad of operating in a universally secured environment. Thus,

the University shall:

* Ensure ICT secunty practices are implemented on discharging. its
functions while mantainmg vision and misson highlighted in the
srategme objectives.



Ensure ICT securty measures are adhered 1o in all ICT related projects.
Allocate sufficient funds for effective ICT secunity and ensure capacity
building on updated security issues for ICT stafl.

Ensure ch to the opge i processcs, information
procesmang facilities and systema that affect ICT secunty ahall be
ronirolled,

Ensure the entire community comply and abide by secunty measures,
which will be put in place,

Ensure a conmistent and effective approach is applied to the
management of risk and  business continuation plan  [BCA
implementation.

The ICT Department shall:

Ensure regilar onentation to stafl ind siudents on ICT  secority
MAters.

Ensure local and external waining of ICT stafl on securnty matters for
effectivencss and cfficient security technique implementation.

Ensure that modern securnity technologies are mmplemented.

Ensure the review and updates of Business Continuity Flan [BCP,
Disaster Recovery Flan (DRF) and Risk Assessment [RA] are done
annually,

8.4 INTERNET SERVICE

The wae of mternet service 18 cructal i the daily operations at KUHeS, it
is essential thay users understand their role in creating efioent and cost-
effective ways of commumicating and obtaining information i safer
onvimonment, lmproper or inappropriate use of the Infernet can have an
mdverse ¢ffeet on the university operational and can also have serious legal
consequences. Therefore, The University shall:

« Ensure access to the Internet ahall be available to all bonafide

members of the university which include stall, students and other
7



authorised users and usage shall be guided by the acceptable use
Ruideiines.

» Ensure all users including projecis and SBUs withan unversity
MmUY contribate 1o Intermnet service knd ather (CT services fees
a5 A means to create sustainable robust services,

» Ensure that there is sufficient handwedth to meet the Tequirements
of the entire University and its campises.

# Invest in technologies to manage Internet service to ensire that it is
efficietitly and elfectively used.

- hmm}ﬁmnﬂdmpmdmmlmfm the purpose
ol upgrading the system, mantenance, et shall be notified to all
uners through olffictal communication channels ar least rwo worling
days before the anticipated disruption date.

=  Ensure that robust technologics are deployed such s a firewall to
comirol all data’ packets and connection requests; only explicitly
perm'm:d traffic shall be allowed. all other traffic shall be rnpcud
all trafiic shall be logged and audited; packet filtering shall be used
with rules, which keep the risk to & minimm.

= Ensure that all buildings used for demic and admi tive
purpases are provided with access to the university’s interconnected
ICT facilities through the provision of data and WIF] access pointa.

The following uses of the Internet aysiem are considered unaccepiable:

o Use of KUHeS Intermet service to setup e-business actorities not
related 1o the University.

# Use of KUHeS's Intemet service to transmit or receive ohscene,
abusive, profane, lewd, vulgar, rude, Inflammatory, threatening,
dimrespectiul, or sexunlly explicit language;

@ Use of KUHeS's Internet service to access, review, upload, download,
sore, prinl, post, of distribute materials tha: use language or



mages that are mappropriate to the work seinng or disruptive to
the work environment or advocate violence or discrimination toward
ather people or that may constitute harassment or discrumination,

# The use of ihe KUHeS's Internet service knowingly or recklessly post
false or defamatory information about & person, of 1o hamss another
person, of to engage in persanal attacks, includmg prejudscial or
diseriminatory aitacks;

o The use of the KUHeS's system 1o gain unsuthorized access 1o
mformation resources of to access another person’s materials,
miormation or files without the implied or direct permission of that
persofi;

= Toattempt to gain unnuthorized access to the KUHeS system or any
other aystem through the KUHeS Internet service, attempt to log in

through another person’s I, OF Lse COmp AcCOun s,
access codes of network identification other than those assigred 1o
the user.

= Il user unintentionally -accesses unacceptable materials or an
unacceptable Internet site, the user shall immediately delete or
repart o appropriate authorty for fusther action.

* Downloading. storage and dissemination of copyrighted materials
mecluding software and all forms of dectronic data without the
permission of the copyright holder or under the rerms of the Beenses
held by the University shall be prohibited,

8.5 ELECTRONIC MAIL

The university shall ensure the availability of a secure and reliable email
system and provide sach smudent and stoff with an email address under
the University domain name sirueiire.



8.6 Use of E-mail
Thie use ol e-matl ghall follow these guidelmes:

a, Al official communication using emails within and outaide
KUHeS shall require use of KUHeS official email address.

b, Where an office has o predesignated email nddress, all official
communication of the office shafl use that I:rulengnlu-dmai]
to ensure business contimuity.

e Anempts 1o falsify dentity or affilistion with the universin
when sending e-miil from the university’s email service or any
nocinl engineening is prohibited,

d. Users are responsible for all e-mails originating foom their
acoounia.

- All official commumication via emails within ond outside
KUHeS will require use of KUHeS official mail.

€. All emasls sent must have a standard university signature

. Emad accounts shall be deactivated when a stall or student

leaves the university.

B KUHeS email addreases shall not be used vo subscribe 1o non-
universaty relared websites such as bening dating, banking.
and social media ates.

B.7 Security and Confidentiality
The following security and confidentiality terms shall apply:

a. Contents of e-mall messages sent or received from  the
univernity's email service shall be treated as confidential.

b, All emaill messages exchanged using the wpiversity's email
service belong 1o the universiny.

€, The umveraity shall reserve the nght to access the e=masl account
af a user in special circumstances upon muthorisation by the
regiatrar.



d. The university shall block emails from outaide hoss thar send
unsalicried (balk) and mabhcous emals,

B.8 MANAGEMENT INFORMATION SEYSTEM
The university shall automate s business processes. using relevant
Management Information Systems [MIS).

8.8.1 Acquisition of MIS
In addinon 1o section 8.2, the fnlhwmg ahall .nppl_\r to the acquisston of
MIS by the university,
. The complesary of the MIS, human capacity, urgency, and cosd
effectivencss of acquinng the MIS shall determine whether the MI2
s nternally developed, outsourced or bought off-shell.

B8.8.2 Use of Manag Infi ian Sy
Use of Management Information Systems shall be guided as follows:

w, MiS shall be made ta all members of the
university according to the IT pnnciple of least privilege,

b, Only university allocated M3 accounts shall be used to conduct
the university’s businesa.

. Sl or studenis are responsible for all sctivithes orginating from
their accounts,

d. All MIS pocounts shall be desctivated when stall or student leave
the university.

8.8.3 Security and Confidentiality
The fullowing shall npply:
a. Information from the university's MES shall be treated as
confidential.
b, The university shall demy sccess to all suspicious or malicious
users to MIS.



¢, The hosting of all MIS and data storage shall be in accordance with
the University Risk Management Policy.

8.9 UNIVERSITY WEBSITE

The Usniversity's Website is an official publication of the University. ls
mission is o promote the University and 1o provide acourate and up-to-
date information in an accesaible and attractive manner to the public. [t
is an all-encompassing site and a virtual reflection of the University
community and its heritage. The university has full right for its website.

The university shall:

o Ensure that ita websites are regularly updated and have contents
that conform to its misaion, olyjectives and functions,

b, All official pages shall be maintaned and regularty updaied by the
reaponaible University offices or academic uniis

c. All official pages shall be regularly monitored by the Web master.

d. Gmphic clements and photographs on official poages shall be
governed by the university’s rules and procedures on branding,

©. A system of permissions shail be adopted and used 1o protect the
securnity of the university's webaite.

[ All webaites shall include search engine optimisation.

g Al updates of content on the website shall foliow laid out
procedures,

Bchools and deparimenits shail:

h. Dedicate faagign staff to maintasn and for update the school’s web
pages. The szafl shall also be responaithle for checking mmaterinls for
these accuracy and conformance with Web smndards and for
working with the Web master of the ICT Office preor to the content
of the site,



.10 DOMAIN NAME SERVICES

The use and Management of Domain Name services is critbcal in promoting
the visability of the University as well as improving secuniny of systema. The
Univernity shall provide procedures and guidance for the proper use of
English-like domain names instcad of |P address numbers {or case of
actess of the Univeraity's Webaire.

Domain name services shall follow these sieps:

&, All Domain Name Services [DNS) of the university ahall be managed
and monitered centrally by the ICT depariment.

b. Acconding 10 the university'’s DNS standnrds, all services that are
provided by members of the university community as pnnnllh.ar
afficial functions, snd s part of the mission of the institution, shall
be registered within the university domain.

¢. Domain names outside the univeraity ahall only be hosted with the
authorisation of the Registrar.

8.11 SECURITY AND SAFETY
Becurity and safety mensures shall not be limited to:

o Thee university shall have purponely buill rooms 1o house core ICT
infrastructure which shall be secured and aceess shall be restncted
1o authonsed personnel.

b. Construction and other civil works made around the unwversity 1CT
infrastructure shall be done in consultation with the 1CT office.

. All ynused access channels shall be desctivated or closed.

. The use of monitoring tools, such as network analysers or similar
software, shall be restricied (o authonsed personnel except when
explicit permisaion is given for academic and research purposes by
amn authorised person,



I

1

. Only authorised personnel are permitted o rake  computing

equipment belongng to the universaty off the premises and they are
responsible for its security and safety,

Thie universay faeil  shall be ad ly protected against fire,
water and any other damages caused by natural disasters.

Cinly computer devices that meret the security standards established
by the university shall be connected 1o the university network.

. The univermity network infrastructure shall be secured against all

types of threats

. All computing equipment owned by the university or used on the

university network shall have Antivirus software installed and
regularty updated.

. All data on computing equipment owned by the University must be

encrypted and backed up in a university provided envirenment.

All equipment ahoold be fully formatted and restored 1w factorny
detault before tranafer or disposal,

The disposal of computing devices shall be guided by the University
Procurement and Asset Disposal Policy,

. The univeraity shall not use any software that has reached the end

of life or i no longer supported by the owners.

The disposal of the software shall only take place when it s formally
agreed that the system is no longer required and that lts associated
data files which may be archived will not require restoration at
fulure poant in time.

. The university shall monitor and record all activities within the

university when users access: the facilithes, software, services and
Aystems.

Use computing resources [CPU time, disk spoce, bandwidth] in a
way that does not cause disniptions on computer aystems or other
([P



q. Avoed  deliberare interference or unauthonsed access 1w user
accounts and data

r. Take all reasonable steps to ensure that computer equipment is
protected at all times aguinst theft and accidental or deliberate
damage.,

5. Treat all passwords as private and confidential.

. Access to computing facilites shall be through a user account
com pristng an [Dfusername aned password.

u. User pocounts shall have access rights and privileges depending on
respon aibilities. )

v. User accounts on all systems shall be audited regularly.

B.AZICT SECURITY SYSTEMS AND BACHUP MANAGEMENT
8.13 ICT Security

There shall be separare KUHeS ICT Secunty Poaliey. This document
shall cover the follpwing aspects of ICT:

=  Networks and Inlernietl security

*  System securnty

* Users access, Computer mcoess, Server room acoess, Remote
access, Password policy

= Virus, Malware, spyware, Intrusion Detection protection

8.14 Backup and recovery Management

i, There shall be a Disaster recovery plan (DRP) and Business
Continuity Plan (BCH.

b, Back-up procedires, ensuring that both data and soltware are
regularly and securely bached-up, are essential to profect agninst
loss of thar data and ssftware.

¢. ICT team members shall ensure o dasly moremental and a weekly
backup to the backup servers. for the purpose of restoring a system

i5



in the event of a system failure. In any abaence of ICT member(u)
then, other ICT memberis) should take responmibility for backup.
In the event of & dizaster IT personnel shall work hand in hand to
reatore user files bur does nof guarantes retrieval. The
responsibility for backing up waer files remains with the user.

8.15 ICT COMPETENCE
The adoption and use of ICT requires competence by stafl and students,
The university shall;
a. Enaure that all suall are competent users of ICT sérvices, the level
of competency being in lme with the demands of their job functions.
b. Enmure that [CT competence programmes are offered 1o the
university community with the objective of not only ensuring user
satisfoction but alss reducng the user suppart load on the nvalved
1ET persannel,
. Ensure the delivery of tralning focused on bullding skolls of users
thiat will make the users more effective in utilisang ICT resources,

. establish ICT training needs in liaison with user departments and
BEFVICE COMSLUTET.
b, Ensure all new stafl ace onentated 16 ICT aervices before using them.,

. Enmure that IT secunty awareness are done to the University
community with the objective of equipping users with akills and
lnowledge on cybersecurity.

9. CHANGE MANAGEMENT
There is need to control introduction of a changes into the [ICT environment
by ensuring that the correct procedures are being followed.

The university ahall;



Ensure availability of  procedures for managing both planned and
unplanned changes

Ensure proper testing and approval of changes before they are
mplemented.

Ensure adherence to change management procedures by all
requesting departments.

ensure that all system configurations and changes are introduced
i o controlled and coordinated manner.

10. GUIDING PRINCIPLES FOR IMPLEMENTATION
The implementation of this policy shall be guided by the following
principles:

Accessibility: Ensure that ICT services and resources are accessible
to all members of the university, regandless of their ahilites or
technolegical proficiency.
Security and Privacy: Prigeitize. the protection of data and
mformation assets through roebust cybersecunty measures and
adherence to privacy regulations, Respect user privacy and ensure
the confidentiality of sensitive tnformation,
Equity and Incusivity: Fromote equal acoess to ICT resources and
opporiunitien for all stakeholders. regardless of socieeconamic
status, ability, geographic location, or demographic charactoristicn.
Interoperability: Foster compatibility and seamless integration
between different ICT syatems and platforms to enhance efficency,
, el data B
Sustamability; Embrace mable practices in KT i ucture
and operations to minimmiEze environmental impact, optime
resounce utilization, and support long-term viabliry.
Innovarion and Adaptability: Encourage innovarion and continugus
mprovement i CT solutions o address evolving needs and

i



technological advancements. Foater a culture of expenmentation
and adaptability,

Governance gnd Comphance: Esiablish clear policies, procedures,
and governanece structures 1o guide the responsible wse of WCT
resources and ensure compliance with relevant laws, regulations,
and industry standards,

Capacity Building and Traning: Invest in training and capacity-
building initiatives to empower stakeholders with the knowledje smd
skills needed 1o effectively leverage ICT resources,

Continuous Evaluation and Improvement: Regularly momitor and
evaluate the implementation of ICT palicies and initiatives w identify
areas for improvement and optimize outcomes over time.

11. MONITORING AND EVALUATION
The following shall guide the University:

An  ICT steering  committee shall monitor and evaluate the
implernentation of the ICT palicy. The purpose of monitoring and
evaluation is 10 pssess progress, kKeep rack and implement
carfective measures to fulfll the objectives of the implementation
plan,

Ta ensure that the ICT Policy mecis fs intended goals and
objectives, the implementation shall be momrored and evaluated for
cffectivencss and respons: El af the Monitoring
Evaluation Accountability and Leaming (MEAL} framework shall
melude objectively verifiable indicators, means of venfication,

tlents and key ibilities for cach strategy.

Monitoring will be done continuously, evaluation shall be done
periodically preferably biannually, and external ICT audit results
shall feed into the university’s annual report.

FINANCIAL IMPLICATIONS

L



Implementation of the Policy shall hove the following fAnancial
implications:

o Policy sensitisation workshopa.

b. Ueensing fees of all exmsting non-compliant saffware
Annual |CT Audit feen
. Additional bandwidth costs
Installntion of biametric accena cantral devices and CCTV cameras

PP



