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5. FOREWORD

In an era defined by digital transformation and data=dnven decisions
makang, the need for a comprehensive Elecironic Data Repository Policy
has never béen more apparentl. Koo University of Health Sciences
|KUHeS] recognizes the critical robe that data plays in our operations,
innovation, and success. As we navigate an increasingly complex data
landsacape, {8 is imy ive that we lish chear guidelines, best
practices, and protocals for managing electronic data repositonies.

Thaa Electronic Data Repositary Pelicy represents a pivetal milestone in
our commuiment o responsible data stewardship. It encapsulatea our
dedl m feguarding doam  muegrniy, profecting  sensstive
information, and ensuring data accessihility, all while complyng with
regulatory requirements and industry standards.

The development of this Policy has been o collaborative effort, drawing
on the expertise of professionals ncross yarious departments within our
organization. It reflects o comprehensive understanding of the
challenges and opportunities presented by electronic data repositories.
as well as the evolving nature of dats management in the digaal age.

This Policy serves as a foundational decument that guides our data
management practices across the all section of our university. 1t ia not
atatic but adaptable, designed to evolve in tandem with technological
mdvancements, emerging risks. and changing regulatory landscapes in
ngreement with Malawd 2063 vislon.

This Policy represenis our pledge to uphold these principles, snsuring
that our data remains 4 strategic asset that fuels our growth and
inrEvation.

'-’le‘i %uﬁ

Professor Francis Moto
Chairperson of Conncil



6. PREFACE

In tecday's digital age, data has emerged a8 the lifeblood of modern
organisations, driving innevation, informing decissons, and fostering
growth. An we continue (o witness exponential growth in the volume
and complexity of electronic data, it becomes increasingly mmperative
for s 10 establish a clear and comprehenaive framework to govern the
management of this valuable asset.

The relentless march of technology has empowered ws with remarkable
capabilities 1o collect, store, and analyse data. However, this
technological progress alse pressnts us wilh a unigue set of challenges,
including data secunty, privacy concerns, loss of institutienal data
atored on personal devices of siafl when they leave and regulatory
requirements. In this dynamic environment, it is our duty to sirike a
balance between hamessing the poteniial of data and safeguarding
againat its inherent rinks.

As we embark on this journcy of responsible data management, it is
crucial to recognize that this Policy is not merely a set of rules and

regulations: it reflects our mpnuninn‘n values mned prlm:qﬂu. Misa
commitment to transparency, accountatulity, and trust.

As the custodians of data within our seganisation, we have a profound
responaibility 1o ensure ita proper handling and protection. This
Electronic Data Repository Policy represents our collective dedication
to fulfilling that responsibility and leveraging data an o stratege assel
that prup-ell. our organisation intoe the future.

/ey

Professor MacPherson Mallewa
Vice Chancellor
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8. LIST OF ABEREVIATIONS
CHEER = C ity Building fer Health Prod Eduention

and Research in Makiwi,

- Electronic Data Repository

DCMI L Mublin Core Metadata Initintive

KUHeS = Kamuz University of Health Sciences

EC : International Electrotechnical Commisaion
180 & International Organization for Standardisation
METS . Metnddnta Encoding anmd Tran Stnndard
Mo & Memorandum of Understanding

SlA & Zervice Level Agreement

R i Technical Reports

usa i Universal Serial Bus

EDR

EDRs

- Electronic Data Repository Services



9. DEFINITIONS
Ansociated materials

Born-digital

Dt or files that provide context
ndd in the interpretation of or are
required  in the procesa  of
rendering and disiributing digital
content.

A digital record’s dependahility.
This refers to the (et that
whatever in being ated i the same
wnwhen it was first created unless
the  sccompanying — meradata
ndicates otherwise,

higital materials are not intended
e have an analogue equivalent,
either as the source or as a result
of conversion o analogue form,

A physical item that contains
content that has been recorded,
encoded, or fived. This can be
naved as analogue or digital data.
A preservation master file is the
source of the co-master file
Cropping, fltering. and  other
similar actions can be applied o
the co-master. It is usually the
mouree from which access copies
are generated, and i may be
considered o high-quality access
file in and of itsclf.

Text, data, sound recordings,
photographs and images, motion
pictures, and software are
examples of digital items that



File format

have been created, published, or
distributed.

Content creaied through the
digntisation of an oryginal physiead
collection item,

A standard method for encoding
information for storage in a
computer file.

Providing a service in which
digital content s temporacily in
the custody of KUHeS and is
reaponsible for managing and for
preserving this digital content,
Data that has remained constant.
For mstance. data that has gone
through a process (soch as
ITRNSMIRSION  oF sorage  and
retrieval] in identical to how i1 waa
before the process began,
Information describing important
aspecta of a ‘digital ohdect’.

The process of moving digatal
data from ane system to another.
This may entail exporting from
one wystem and importing it into
the new system.

A ph}rmu] item in a collection,
such as a hook., manuscript,
painting, sculpture; of carrier.
The angnal physical item and
physcal ongnal are terms that
can be used to describe thin wem.
A specific, defined, and



mensurable task 8 performed on
a digial file or files to sinbilise
and/or make them accessible,
Digital content intended for
preservation i consddered the
“master” version of any “digital
ohject's” digital abject's
intellectual content,

Copying informanon content from
one storage medium to another
{media reformatting) or convertog
one file format to another (file
reformarting].



10. BACHGROUND AND SCOPE
The proliferation of data privacy regulations, sirch as the Ceneral Data
Protection Regulation [GDPR) and the Malawy Privacy Act, Electronic
Transactions and Cyber Security Act necessitaten rigorous compliance
in data handhing. Effective data governance (s essential for ensuring
datn accuiracy, consistency, and acer

-

ty across the org 1M1,

This Policy applies to all University cmployees, contraciors,
consultants, velunteers, service providers, and vendora who acquire,
create, manage, preserve, store, and moke avalable digital content fram
collections as well s other digital content for which the university is
responsible. The Policy alse applies to funding organisations.,
philanthropic organisatons, donors, researchers, and all users of the
Universaty's digital content.

11. RATIONALE FOR THE POLICY
11.1 Siuation analysis and policy direction

KUHeS, which officially stared its operations on 4 May. 2021, does
not currently have an EDR pqincy Denp-'te this, KUHe2" strength and
potential lie in its professional expertise such as; a vibrant team of
Health Sciences academics, professional rescarchers and affliliates, a
research support team within the Institute of Postgraduate and
Rescawch  Support which manages grants and research  data,
professsonal 1ET expens who mansge funcuonal campus-wide area
networks and g broad range of ICTa, sdministrative teama that moanage
administrative data elec ally and besides a team of
libsary and informaten professdonal which manages tch academic
ditabases htumd:mndm“-ndiurmn& Thupnleuhnlh:n,
however, been overshadowed by the luck of & proper EDR policy, This
has resulted in regulanitios in management of daln sources, Lypes,
technological infrastructure, complinnes and legal requirements that go
with this For example: Databases are managed differently by different
sectiona of the University using different standards and protocals




There i also no systemanc cloud storage management of data that is
universal and accessble to all members of KUHeS community, Data
files servers are yet 1o be fully utilised and sensitive data is managed as
isalated and disg d k by individuals, or sections of the
university, This creates a potential threat of data fnsecurity and loss.
The EDR policy direction, therefore, seeks to make KUHeS, o Health
Sciences University, a centre of excellence in data integrity snd
m tthat is il 1o Malows Agenda 2063 that envisions a
Malaws that shail have a health sector with advanced data captunng
and management systema 10 support decison-makmg and policy

formulation.

11.2: Justification for the Policy
The rationale for the Electronie Data Repository [EDR) Policy lies in the
need 1o efficiently manage, secure, and mantan electronic data asseis
within an organisation. An EDR Policy provides & structured frameworic
for handling electronic data, mcluding its creaton, storage, access,
sharing, retention, and disposal. Some key reasons for implementng
an EDR Pohey:

11.2.1 Datn Governance and Complianoe
In today’s digital age, organisations collect and process vast amounts
of data. Ensuring proper data governance s esseniial 1o comply with
data protection laws. An EDR Policy cutlines guidelines for data
handling, usage, and storage that align with legal and regulatory
requirements.

11.2.2 Data Security
Electronie data is susceptible 1o vanous threats, imcluding
unauthonsed access, data breaches, and cyber-attacks. An EDR Policy
helps define security measures, access controls, encryption protocols,
and authentication mechanisma to safeguard sensitive information and
prevent data leaks.



1123 Data Consistency and Accuracy
A well-structured EDR Policy can establish standards for data mput,
formutting, and detumentation. This ensures that dots remains
consistent, accurate, and reliable across the organisation, reducng
ermors and facilitatng better decision-making.

1124 Efficient Data Management
Effective management of electronic data repositories contributes to

operational efficiency by enabling streamlined dota sccess, processing,
and storage. A well-defined policy facilitates better resource

mariagement, redaces redundancy, and ensures that data are readily
available to those who require (L This in mm enhances productivity
and supparts the institution’s overall goals and objectives.

11.25 Caollaboration and Sharnng
Data have a hfecycle that includes creation, storage, usage, sharing
and eventual disposal. Thin policy 1 the best practs for
managng each stage of the data Hfecyele, ensuring that data are
handled appropriately throughout its existence. Proper lifecycle
management helps optimise storage resources, reduce costs, and
ensure timely and secure disposal of data when it is no longer needed.

11.2.6 Dinaster Recovery and Bussness Continuity
Elecrronic data repositones are susceptible to hardware fadures,
software ghitches, and other technical issues. An EDR Policy outlines
backup and disaster recovery strategees (o minimise data foss and
engure business continuity in case of unforeseen incidents,

11.2.7 Resource Optimisation
Efficient data management reduces the mak of duplicated efforia,
mnmmmgﬂmﬁmmmmmm
guide the efficient utilisation of storage infrastructure and human
ressunces dedicated 1o managing electronie dati.



11.2.8 Auditing and Accountability
An EDR Policy establishes an audit trail for dam activities, ensuring
avoountability for data sccess, modifications, and -h.udn;, This can be
crucial for investigating security breact P v ar
unauthorised data changes.

iLz9 Adaptation 1o Technelogical Changes
The digital landscape is constantly evolving, with new technologres and
methodologies emerging regularly. This policy is designed to be flexible
and ndapuve, allowing for regular ug 1] new s
and opportunities. By staying ahead of the technological trends, we can
enaure thai owr dala management practices remadn curment and
effective.

11210 Mamtanng Staleehalder Trust
Stakeholders, mrjﬁdmg employees, clents, partners, and the public,
place significant trust in their ability to manage their data respansihly.
By implementing a robust electronic damm repository  policy, we
demonstrate our went 1o p g ind ion and upholding
ethical standards. This fosters trust and confidence, which are vital for
maintaining strong relationships and positive reputations.

11.2.11 Compliance with legal and regulatory

TECRIremenis

Organisations are subject to a myviad of legal and regulatory
requirements related to data management, including data privacy laws,
industry-specific reguiations, and intermal governance standards, This
policy ensures complinnee with thess requirements, helping aveid legal
penalbes, reputatonal damage, and operational disruptions. It
provides a framework for adbenng to relevant laws and guidelines,
thereby ensunng that our datn practices meet the highest complinnee
urandards,
An EDR Policy, therefore, serves an a srategic document that outlines
bow an ocrganisation will manage electronic data throughout its




lifecycle. By pronding guidelines for data governance, securnty,
efficency, and comphance, the Policy supporis the orgamsation’s
overall data management objectives and safeguards its valuable
electronie imfoematon.

12. KEUH«8 VISION

A world-class universsty and centre of excellence in health education,
rescarch, ind inRovatsn.

13. KUHeS MISSION STATEMENT

To advance knowledge, professional competencies, slalls, and
innovations in health sciences through high-guality siudent-centred
and innovative education and research that respands o and influences
the globalfnational pelicy, health, and development needs in an
efficient, sustainable, and result=oriented manner.

14, AIMS OF THE POLICY

The aim of an Electronic Data Repository Policy in a university i to
establish guidelines and procedures for the management. storage.
access, and retention of electronic data generated or collected by the
university's faculty, stafl, and students. This Policy is designed to
ensure the proper handling and protection of digital information in
camplinnce with legal, ethical, and security standards.

15. OBJECTIVES OF THE POLICY

The objectives of the Policy are to:

a. Ensure the asccunty and privacy of sensitive and confidential
information stored in electronic format.

b. Define the conditions under which different groups [faculry,
ntudents, researchern, etc.) can socess and utilise the electronic data
sored in the repository.

c. Ensure the accuracy and relinbility of electronic data by outlining
procedures for data entry, validation, and verification.



d. Establish guuinilnu for the retennon and deletion ufdu:l.mmc dara
in alignment with kegal and regulatory requiremenis.

e. Faoilitate research and academic collaboration by providing a
structured platform for shanng and accessing research datasets,
acholarty publications. and other academic resotroes.

{. Address copyright and intellectual property concerns related to the
electronic data stored in the repository.

g Outline strategics for regular datn backupa and disaster recovery
plans to mitigate the risk of data loss due to hardware faidures,
natural disasters, o other unforeseen eventa.

h. Ensure that the clectronic data repository policy complies with
relevant regulations such as dawa profection lows, indusiry
standards, and any other legal requirements applicable to the
Unirersaty's jurisdiction.

i Promote awareness aned providing training to university members
about the policy’s guidelmes, procedures, and best p z for
managing electronie data effecuvely and securely.

) Demignate responuible individuals or committees for the oversight
and implementation of the Policy,

16, POLICY FRIORITY AREAS

16.1 Policy y Area 1: CI ar F of Digital
Content to be Preserved

Palicy Insue: There ia need for KUHeS to presemve all classes or
formats of Digital Content in srder to avoid data loss or data obscurity
and abuse by individuals or sections of the University.

Policy Statement: KUH#S shall develop clear processes for preserving,
all formats and elasses of digital content in line with related policies
such as Hecords Management Palicy,

Policy Strategles: KUHeS shall employ the following strategies in
arder to ensure that classes or formats of Dhigital Content are
preserved:



a. This Policy apphes to all preservalon master, co-master and
Borm-digtal original' digital content. associated materials,
am associated metadats, in the University’s custody. The
University shall ensure that its digital contents which falla
broadly inmto six classes as shown in Table 1 below, are
conabdered in the scope of this Poliey.

b. If digital content fits in or spans several classes, collaborative
lnd-m-dcpwtmrutul approachies (o creating, managing,
and preserving digital content shall be adopted.

€. The University shall manage, preserve, sfore, and provide
access to affiliate research data through a Memorandum of
Understnnding (MOU) and other arrangements.

d. The Unwersity shall endeavour to eare for third-party digatal
content and metadama e the same manner as. s dignal
comtent and metnadamn

e, Dyptal content hosted by the Universaty shall have in place an
agreement, contract, or MOU that provides data on hosting:
arrangements, management., preservation of, and accesa to
digital coptent with third parties.

[. Agreements, contracts, or MOUs shall indicate service-level
agreements regarcding hosting, preservation, and access
arTangements, including time limits and details regarding the
custodial transfer of digital content and metadata when
hosting arrangements cease.



Tahble 1: Classes or formats of digital content to be preserved

University records

Class | Type Description
1 Born~digital affiliate | Digital archives of affiliate
records institutions
2 Born-digital SZelected reconds of the University

3 Research outpuis

Fesearch data, pesearch
publications, digital and digitined
theses, scholarly diptal editions,
supplementary reacarch relatng o
cligatised comtent and assoctiared
materials

4 Published borm-
digital connent

Web archives, eBooks, born-iigital
maps, barn-digitnl musie, ephemera,
pubilished born-digital content on
carriers and copres of digial
subscripuion matenals jarchival
andfor access copws, as permiited
by agreements] eic.

5 Digitised content

Digitised image content: Two-
dimensional (20} photography and
three-dimensional [0} imaging ete.
Digitised Audio-visual content:
Moving images [film and video) and
sound recordinga ete.

L] In=house created
content

Photography and videsgraphy of
events and leciures, photos af

conssrvation treatments et




16.2 Policy Priority Area 2: Accesa to the Digital
Documents
Policy Issae: KUHeS shall ensure that dipital content is not obssure
to users thoough mited acoess rights and poor digital management
contracts that prohibit universal access.

Policy Statement; It shall be the policy of KUHeS to promaote access
nights o all desermng stakeholders besides ensuring that all
legitimate stakeholders in digiial content production have contractual
agreements that encournge acoess to all digital content by authorised
clients,

Policy Strategles: KUHeS shall emplay the following strategies i
order to digial documents are widely acoessed:

A, Dain management nghts shall only be accesable io
authorised users whe have aceess rights to them. For
eacam ple:

A KUHeS shall ensure that authorised parties have access to
diigtal collections whenever possible, comtingent on rights
and privacy restrictions clauses,

. KUHeS shall safeguard the contractual agreements that
researchers: ahall have with their funders regarding
restnicted access to data for ethical reasona. In this regard,
the policy shall ensure thar appropriate dats righos
munagement strategies shall allow the encryption of
decumentation by applying persistent protection to it

16,3 Policy Priority Arca 3: Curation Management

Policy Issme: KUHeS shall through the EDR poliey avetd it pass
challenges that came with lack of technical specifications, proper

procedure, lack of proper description of structural metadata and lack
of standards that promote the ever-changing environment for data

curation management,



Palicy Btatement: It shall be the palicy of KUHeS 1o promate data
curation management siandards that are in tandem with policy
directions of all related policies such collection management and
records management.

Policy Strategies: KUHEs shail ensure that good curation
management in being implemented by all sections of the university
through the following strategies:

a. Conceptualise: When new digital objects are created by
digitising or reformatting analogy collections or through diginal
projects, appropriate technical specifications shall e used,
long-term storage locati ! , and ons about
access shall be made in advance.

b. Create: When digital objects are created or soquired,
administrative, descriptive, structural, and technical
metadata are created or generated, and stored with the
abjects

c.ﬁﬂu‘.hﬂlm:sﬂeninnlurd@dmﬁmh
based on the existing Collection Managemen: Policy and
Record Management Policy. Digital content will be assumed to
be permanent unless explicitly categorised as lemporary via a
policy document or wrilten agreement.

d. Ingest: Ingest digitnl ohjects into the dygtal repository
wyalems ahall follow documented procedures, polecies, and
legal requrements, wmcluding:

i.  Procedures for delivery or ranader.
H.  File verification, validation, and normalisation.
. Transfer of data and metadata into the approved long-
Term storage system.



&, Pressrvation actioas: A seres of actions ahall be taken before
and dunng the long=term storage of digial asscis o ensure
thewr integrity and authenticity, such as:

1. Detailed procedures and workflows shall be mamusmed.
. Potentinl actions inclode file format review and
magration.

[. Btere: Digital assets shall be stored and backed up in
accordance with standards and best practices, On-site servers.
will be replicated and backed up to the equipment stored in
separate campus buildings, In sddition, saasets are backed up
to the cloud storage.

g Access, use, and rouse: Digital obgecia shall be acoesscd by
authorised users only:

i. Some digital objecis shall be made publicly available
H #h o desig "

H. Some digital objects shall be made available through &
designated  syarem bt trmpnﬁly restricieed o
embargoed.

ifi. Some categories of sensaitive conieni  may  be
permanently restricted and never made avadable
through a public-facimg svstem.

w. Hobust readfwritefaccess controls and authentcanon
procedures shall be used whenever applicable,

h. Transform: Digital assets require periodic Tansformations,
such as migration to new software, hardware, o [l formats,
and metadata enhancement.

e

16.4 Policy Priority Area 4: SBecurity
Policy Issue: KUHeS being aware of the challenges of data insscuarity

through lack of proper backup practices, lack of regiilar updates and
use of ineffective antivirus software, ahall prioritse Data Secunty.



Palicy Statement: It shall therefore be the poliey of KUHeS 10
promote daia security that avoids poer backup practices, lack of
software updates and use of ineflicient antivirus software. This shall
be done mn collaboration with the ICT palicy.

Policy Strategiess KUHEs shail ensure that good data security
practices are being implemented by all through the following
BiTRiegies:

a. Digital document storage systems, backup  practices,
document retention schedules, and procedures for decument
creation, management, sharing, and deletion shall be sodited
rejularly to dentify secunity vulnerabulities if any,

b, Data repository saltware should be regularty updated to keep
the noftware and data with the latest security patches
designed to protect it from the most recently discovered
threats:

©. Appropriate antivital software shall be procured and mstalled
to detect, prevent, and act against malicious software in the
datn repository, including viruses.

16.5 Policy Priority Area 5: Data Sharing

Poticy Issue: KUHeS bemp aware of challenges that emerge dunng
improper data shanng practices such as mismanagement or abuse of
human subjects data, non-adherence (o the afficial restricted pervod of

data, lack of consultation with Principal Investigators who are primary
owners of diatn and lack of use of formal requests,

Policy Statement: It shall therefore be the policy of KUHeS ta
promote data sharing that complies with afl regulations that are
safeguarded by KUHeS Intellectunl Property, Communications and
lntellectual property policies and other felated palicies in order to
avoud any form of data abuse that comes with improper shanng.



Palicy Strateglies: KUIHEs shall ensure that good darn sharing
practices are being implemented by all through the following
BETRICRIES

a. Data derived from human subject sescarch shall require
special ethical considerations pertaining to confidentialicy
and consent,

b. Before data is made available for sharing, primany research
teama must have exclusive use of it for an agreed-upon
research use perwed which shall be determined by the key
stakeholders determining the data

. Dara may be made avalable sooner ot the diseretion of the
Principal Investigator if it does not conflict with the project’s
publication plans.

i Requests for cdata  sharing must be written using the
appropriate Data Access Form.

e. Data shall be anonymised before release for sharing with all
persanally identifiable information removed.

16.6 Palicy Priority Area 6: Standards

Policy Issue: KUHeS, dentrous to be a world class Universsty that is a
centre of excellence, is aware of problems arising from lack of
ds in Data ories ent which hinder the very

¥ B

access to dara that was supposed 0 be promoted.

Policy Statement: It shall therefore be the policy of KUHeS 10 enforce
the adherence to local and mternational standards throughout the life
evele of data beaides promotion of 1 "3 i 1
stanedirds,

Policy Strategiest KUHeS shall support the manasgement and
preservation of digital content, the University aima to comply with
infernational standarda, specifications, and local regilations relevant
1o digarad dave management, The Pohey shall be guided by the following
standards:




16.6.1 Merndara standards and specifications
To establish a under ding of the ing of the dita in the

repository, &5 well s to ensure proper wee of data standards, we ahall
comply with the following:
& Dublin Core Metadata Ininative {DCMI) Specifications,
b, METS Metndata Encoding and Transmission Standard,
£ PREMIS Dala Dictionary for Preservation Metadota,

Version 3.0,
16.6.2 Operambonal standarcds

To provide & general interpretation of the data by its owners and users
and a common understanding of the dita, the following standasds shall
be adopted:

a. 150 14721:2013 Space dam and mformation
transfer systems = Open Archival Information
Bystem (OAIS) - Reference Model

b. IS0 31000: 2009 Risk management = principles
and guidclines

c ISO/IEC 270022013 - Code of practice for
infarmation security controls

16.6.3 Technical standards
To hlish uniform tech 1 erateria, hods, processes, and
practices for the data, the following applied:

a. BS 150 19005-1:2005 Documen! management.
Dagital document file format for long-term
PrESETVETOn.

b 150 161752011 Information and documentation
= Principles and functional requirements  for
reconds in digital allice environments,

e IS0 19262:2015 Photography - Archiving
‘Bystems = Yocabulary,

1



d. ISO/IEC 15408 lnhrmmmnren:hnnlnﬁ-—ﬂtmmf
technigues = Evaluation critena for IT security,

e [S0/TR 1849222005 Long-term  preservation of
digital dociment-hased misrmation.

. ICH-GCP EB-RI International Conference on
Hirmonisation Good Clinical Practice.

16.6.4 Relared Legslation
Al Acts and regulations in Malawi related to Electronic Data
B jtary ahall be plied with including the fallowing.

a Copynight Act of 2007.
b, Malawi Agenda 2063

© Access 1o Information Act of 2007,
. (Hficial Secrecy Act of 1913,

¢, Science and Technobogy Act 20403,
. Communications Act of 2016

& Data Protection Act of 20@4



17. GUIDING PRINCIPLES

The guiding principles of an Electronic Data Repository Policy in a
university are foundational concepts and walues that drive the
development, tmph ion, and maintenance of the Policy. These
principles help ensure that the Policy aligns with the university's
minsion, goals, and values while promoting responaible and effective
management of electronic data. The following are key guiding principles
{or the Policy,

17.1 Dats Socurity and Privacy
The Policy prioritises the security and privacy of electronic data by
implementing appropriaie measures (o safeguard against unagthorsed

acvess, breaches, and data loss, It also ensures compliance with
refevant data protection regulations and best practices.

17.2 Transparency
The Palicy shall muntain ransparency o daln Management Procuces.
by communicating to users the purposes for which their data shall be
collected, stored, and acoessed within the repository. |t shall provide
information on dain h-ld]m;pm-:mnru and user rights.

17.3 Data Integrity and Accuracy
The Paticy shall emphasise the importance of maintaining accurate and
reliable electronic data. These shall be archived by protocols for data
validation, verification, asd gquality control are ensured and the
credibility of information stored in the repository is maintained,

17.4 Access and Sharing

The Policy shall promote open access to electronic data wiile respecting
intellectual property rghts and nitiality Access and
sharing enable collaboration and knowledge sharing among
researchers, atudents, and feulty members by defining approprinte
arccess bevels and sharing mechanisms.




17.5 Complinnce
The Policy shall sdhers o rel t legal, Intory, and ethieal

standards in data management and storage. KUTHeS shall ensure that
the Policy aligna with data protection laws, copyright regulations, and
other applicable guidelines.

17.6 Ownership and Attribution
The Policy clanfics ownership rights and attribution for electronic data
stared in the repository. The Policy shall recogmise -authorship,
intellectual property, and eredit for different types of contnbutions.

17.7 Retention and Deletion
The Policy estiblishes guidelines for the retention and deletion of
clectronic data to prevent the accumulation of unnecesaary or outdated
information. The purpose in 1o ensure complinnce with legal
requiremments and data protection principles.

17.8 Responaibility and A tability
The Policy shall assign roles and responsibilities for the proper
implementation and oversight of the Policy. Only designated individuals
or cammittees shall be responaibile for data govermnance, security, and
eomplinnee.

17.9 User Education

The Policy shall promate awareness and understanding of the policy
among all users of the repository. KUHeS shall offer traming and
ressurces to educate users about data management best practices,
security measures, and their rights and responsibalities:
17,10 Adaptability

The Policy shall be adaptable to technological sdvancements and
changing institutional needs. KUHeS shall regularly review and update
the Pobicy to address emerging challenges and oppormunities in data
management.
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17.11 Ethical Conaiderations
The Policy shall uphold sthical principles in the collsetion, storage, and
use of elecironic datn. KUHeS shall respect partcipants’ rights,
corsent, and confidentiality when dealing with sensitive information.

17.12 Collab fom and 1 disciplinarity
The Palicy aliall encournge interdisciplinary collaboration by fheilititing
the sharing of clectronic data across different departments, rescarch
areas, and academic units within the university.

17.13 Sustalnability
The Policy seeka to implement sustainable data management prictices
that coosider long-term data preservation, storage  costs,  and
environmenital consideranons

18, ROLES AND RESPONSIBILITIES
18.1 M Administrators and Heads of Unit

The DirectorfAdministrator/Heads of o unit of an  estnblinbed
umiversity entity shall be responsible for:

a. Ensuring that Data Repository Policy and Gubdelines are
elfectively followed across the entity.

b. Drving data repository policy advocacy ncross the University.

. Developing strategic data reposttory  collaborations and
partnerships across the Universaty.

d. Overseeing the Policy’s implementation,

. Ensunng that the Pelicy conforms to the universiny’s mission
and core values, legialative, funding compliance, and other
compliance requIremenis.

. Supporting all aspects of ac COCALION, TR nt,
and presenvition of digital content and processes, incliuding
data=preservation efforts.

B Ensuring adequate stadfing levels is necessany 16 suppon dita
acquisition, creation, and preservation efforts

18



h. Emmg-ptu&uhnﬂdzuﬂqﬂentwhmjuum provuded
to the saff responsible for the acqeisition, creation,
management, and preservation of digtal content.

1. Becuring funding and allecating resources to deliver o robust
and long-term funding model for data preservation.

. Overseeing the integranion of big data repositories into

research projects.

k. Supporting relevant - activities regarding  specific  policy
implementation.

1. Ensuring that vital official data or documents are not hoarded
by individuals.

18.2 Departmental/Sectional Officers
The interpretation of the datn by its ownérs and users, and a common
understanding of the data, deparimental/sectional officers. line
managers, and managers of various university trams are responsible
for the following:
a. Communicating this Policy effectively to all University staff.
b. Managing processes and workflows are relevant 1o this Policy.
c. Providing support and  systems [0 Support | processes
associated with scquiring, creating, managing, preserving.
and providing sccess 1o digital content,
d. Ensuring that stafl responuibile for acquiring creating,
managing. and preserving digual content are provided with

prof | develop oppor o that they can fulfil
the requirements of their job roles,

e. Ensuring that other staff who use digitnl content are provided
with adeqpuate traming and for guidanes, &8 appropruate.

f. Ensunngwork practices comply with this Palicy.



18.3 Universlty Stakehnlders

University stakeholders, contractors, consultants, volunteers, interns,
service providers, and venders shall be responaible for the following

o Understanding and complying with this Pelicy.

b. Seeking out professional development opportunities (o meet
the demands of their job roles

18.4 AfMliates, and rescarchers

a. Affiliates and researchers shall be aleried of the digital content
they have tranaferred 1o the repository’s custody as managed
and preserved,

b, Rescarchers who provide digital content to the universaty shall
endeavour 1o deliver the highest possible quality of digial
content that is available or can be created.

19. MONITORING AND EVALUATION

The Research Support Centre shall be responsible for monitoring and
evaluating thin Policy as follows:

. Developing Guadelines for the Poliey

b. Deviloping Standard Operating Procediires

20. FINANCIAL IMPLICATIONS

Successful implementation of this Policy requires a commitment al
respurces towards the structure, procedure, and interventions, More
precisely, the University shall budget for and allocate resources
towands;

a. EDR implementation prnemtes cost savings by reducing physical
siorage costs and streamlining documeni-management processen,

b Tmpmwd el'ﬁnenty through EDRs saves time and resources,
maximising employes output, and reducing operntional delays.

c. Robust security mensures for EDRs protect against data breaches,
avoiding potential Enancinl losses from fines, legil consequences,
and reputation damage.



d. Culprits of dara breach regulanons are sulyected o the KUHeS
dingiphinary  procedures and where applicable, these are fined
accorduingly,

e, EDRs help organisations comply with regulations and miugate the
financial risks associated with non-compliance and penaltics some
of which are fines that are determined from time to time.

t‘rhenmiahﬂjzyo[mnmrnrhhhdmnwnnﬂ
management, reducing capital expenditures, and  facilitating
adaptation o chunging business needs,

g lntegrating EDHs with existing systems and services incurs costs,
but can streamline workflows, improve data sccurncy, and enhance
decimion-making.

h. Resource allocation for training in EDR processes, toals, and
security, along with on-going support and malnienance cosis, are
umportant (manaal eonssderations.

i. KUHeS ensures that the EDR operationn receive annual budgetary
nupport in order to ensure that its operations are efficient.

J KUHeS reserves the right 1o charge access fees 1o data in iis EDRs,
provided that these are comphiant to all prevading regulations and
ethical standarda
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